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The webinar will discuss

• Perception, hazard identification and risk assessment in a situational 
context

• How training and teamwork can save lives
• Introduction to ERM (Enterprise Risk Management)
• Overlaps between security and safety
• The mental health and career benefits of life-long learning.



Training and consultancy 

• Crisis management

• Medical

• Health and safety  



Health and safety, Security, Environmental and Quality auditing



1. ISO 45001:2018 Occupational Health and Safety

2. ISO 14001:2015 Environmental Management 

3. ISO 9001:2015 Quality Management

4. ISO 28000:2007 Security in the Supply Chain

5. ISO 28007:2015 Security in Anti-Piracy Operations

6. PSC.1-2012 Security in Complex Environments

7. ISO 18788:2015 Security in Complex Environments

8. ISO 31000:2018 Risk Management

9. BS 11200:2014 Crisis Management.



1. Afghanistan

2. Europe

3. China 

4. Dubai

5. Egypt

11. Singapore

12. Sri Lanka

13. Somalia

14. South Africa

15. United States

6. Ghana

7. Iraq

8. Morocco

9. Nigeria

10. Oman



• Career
• System failures. Upstream decision effecting downstream personnel 
• Accidents waiting to happen
• Planning mindset & the risk assessment methodology.



The 

Facts of

History
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Remembering 1966.





Aberfan
This clock stopped ticking at 09:13hrs 

on the morning of October 21, 1966

When Tip No.7 slid down the mountain 
into the village, engulfing 

Pantglas Junior school
and 19 houses

144 people died, 116 of 
them children





‘They were bringing out the 
dead children. One of the 

miners passing them through 
on the stretchers looked at one 

child and passed them on. 
He just looked at me and said 

‘That was my child’. 
And he just carried on working.’

–––– Yvonne Price ––––

21 year old Police Officer from Merthyr 
Tydfil, one of the first on the scene



‘Those who can’t remember the past, are 
condemned to repeat it.’

The Life of Reason: The Phases of Human Progress, 1906    

–––– George Santayana ––––

1863 – 1952 

Philosopher, poet and novelist



‘Errors are consequences not causes: …errors have 
a history. Discovering an error is the beginning of 

a search for causes, not the end. Only by 
understanding the circumstances…can we hope to 

limit the chances of their recurrence.’

–––– Professor James Reason ––––

Lecturer of Psychology, University of Leicester, 1964 - 1976
Professor of Psychology, University of Manchester, 1977 - 2001
Professor Emeritus, University of Manchester, 1977 - Present



The facts of history are littered with lessons to be learned. 



Iraq 2005 
- 2008

A turning point

My ‘why’ for 
health and safety 
risk management
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‘No plan survives first contact 
with the enemy.’

–––– Field Marshal Helmuth von Moltke ––––

1800 to 1891

German Field Marshal, and 
Chief of Staff of the Prussian Army for 30 years



‘Everyone has a plan, until 
they get hit.’

–––– Mike Tyson ––––

1966 to present

Former American heavy weight boxer







Iraq 2005 – 2008 









Incident / Loss

Organisational 
processes

Leadership

Corporate 
culture etc.

Management 
decisions

Error 
producing 
conditions

Violation 
producing 
conditions

Human Error

Violations

Organisation Individual / PersonWorkplace / Job Defences

Latent failure or latent conditions pathway

Latent failures 
leading to            

Active failures



‘A plan is nothing, planning is 
everything.’

–––– Dwight Eisenhower ––––

1890 to 1969

34th President of the USA
Supreme Commander 

of the Allied Expeditionary Forces in WWII 



Enterprise Risk 
Management

Situational Risk 
Management

Convergence
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Holistic consideration of risk 



ISO31000:2018
Risk 
management -
Guidelines



Risk 
management 
process



Situation noun
all the circumstances and things that are happening at 
a particular time and in a particular place

What is meant by Situational Risk Management? 









Part 1 – Theory 

• What is corporate risk 
management and why is it 
important?

• The role of the board in risk 
management

• What will stop your business from 
functioning?



Part 2 – The framework 

• What does good risk management 
look like?

• Developing a statement that 
confirms a commitment to risk 
management

• Communicating in the plan
• Assurance.



Risks and opportunities of convergence

• Removal of silos
• Increased awareness
• Improved communication 
• Competence – risk of being ‘double hatted’.



Critical importance of 

• Perception

• Hazard identification

• Risk assessment
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Is it a security risk?                          Is it a safety risk?

Is it a health risk?



Top down psychological processes
● Memory     ● Knowledge     ● Expectation     ● Experience 

Bottom up processes - senses
● Sight     ● Sound     ● Smell     ● Touch     ● Taste

Focus Point

Where Top 
Down meets 
Bottom Up

INTERPRETATION PERCEPTION
Decision
& 
Action



Thought 
process Risk 

decision
=         

Situation
- Person 
- Perception
- Hazard identification
- Risk assessment

Situational Risk Management



Uncertainty Bounded 
rationality

Risk decision

Situational Risk Management



Uncertainty

Aleatory Epistemic 

Situational Risk Management



Understanding decision making
• Perception
• Bounded rationality
• Understanding uncertainty. 



A slightly deeper 
look 

What is security?

What separates it 
from safety?

Some overlaps Professional.
Credible.
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No agreed definition 

Physical security 
- People
- Procedures
- Technology 
- Hardware



The malevolent act

Occupational Health & Safety

Non intentional 

Security

Intentional 



Security operations 
management system 
flow diagram 
(ISO18788:2015)

Exercise and testing



Senior Management

Board / Audit Committee

1st Line of Defence (1LOD)
(Risk owners)

Management 
Controls

Internal 
Control 

Measures

3rd Line of Defence (3LOD)
(Risk assurance)

Internal Audit

2nd Line of Defence (2LOD)
(Risk oversight)

Security

Health & Safety

Inspections

Compliance

Etc. organisation specific

The three lines of defence (3LOD). Adapted from The Orange Book (2020). 



Input Output

Feedback loop

human

techinical

procedural

Health and safety / Security System

No incidents (accidents, ill 
health, defeated attacks)

Hazards/risks, 
attacks

Systems perspective of security and OHS systems. Adapted from Rogers (2006). 



A suitable 
target

A 
motivated 
offender

The 
absence of 
a capable 
guardian

Crime

Situational Crime Prevention

Family of ‘opportunity 
theories’(Cohen and Felson, 1979)

Person may choose to offend out of 
choice rather than need if the 
conditions are right.



‘Your mind-set is your primary weapon.’

–––– Colonel Jeff Cooper––––

May 10, 1920 – September 25, 2006 A United States Marine, the creator of 
the ‘modern technique’ of handgun shooting, and an expert on the use and 

history of small arms



WHITE – No situational awareness, potential victim

YELLOW – Situational awareness, scanning

ORANGE – Sense something is not right, assessing

RED – Threat verified, response
Preparedness 
Scale

Situational 
Awareness
If we SEE it 

SAY IT



“Discretionary effort is the level 
of effort people could give if 
they wanted to but is above and 
beyond the minimum required.” 
(Aubrey Daniels International, 2019)
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Over Time …

R+

R-
“Have-To-Do” Curve

“Want-To-Do” Curve

Discretionary Effort

Below 
requirements



Insider Threat 
“An insider is someone who 
(knowingly or unknowingly) 
misuses legitimate access to 
commit a malicious act or 
damage their employer.”



The International Red Cross



There can be 
better 
description 
and deeper 
analysis







Property 
deviance 

v 

Production 
deviance



• Malevolent act
• Discretionary effort
• Frameworks and systems 
• Insider threat 
• Security risk assessment.



Benefits 
of 
Life-long 
Learning

Career & 
mental health
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How important is competence?

How important is perception?

How do our family perceive us?

How do work colleagues perceive us?

Do we want to be better?

To grow ourselves, 

we must know ourselves.



We must have a plan for personal and 
professional development

Our own struggles and journey

In life
there is no such thing as staying still. 

We are either moving forward, 
or sliding backward.

PERSONAL

DEVELOPMENT

PLAN



‘If you judge a fish on its ability to climb a 
tree, it will spend its whole life thinking its 

stupid.’

–––– Albert Einstein ––––

1879 to 1955

German borne theoretical physicist who developed the theory of 
relativity, and was a Nobel Prize Winner 



• Perception, hazard identification and risk assessment in a situational 
context

• How training and teamwork can save lives
• Introduction to ERM (Enterprise Risk Management)
• Overlaps between security and safety – each can learn from the other
• The mental health and career benefits of life-long learning

Any Questions?


